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L2 Adatkapcsolati réteg bevezeto (DLL)

Az L2 csomag a keret
= Datagram - adategyseg
m Fejrész

MAC cim
= Farokrész
m Csatorna Hozzaféreés

Az adatkapcsolati reteg feladata egy datagram

(adategyseqg) atadasa egy szakaszon egy szomszeédos
csomopontnak

Csomopont: switch (kapcsold) router (utvonalvalaszto),
host (szamitogép)
Szakasz: csomopontok kozti csatorna:

m vezetékes (pl. Ethernet) vagy
m vezeték nélkdli (pl. Wi-Fi)




L2: Adatkapcsolati Réteg (DLL)

MAC eés LLC alrétegek és cimzes
= logikai kapcsolatvezérlo (fels6 alréte
g(LLC: Ll;gical Link Cont:ol, IEEE 802.2)) @ I E E E
= kozeghozzaférés-vezérlo (alsoé alréteg)
(MAC: Media Access Control)

ARP (IETF, RFC 826, 1982 Address Resolution Protocol)
(Neighbor Discovery Protocol (NDP, ND) IPv6-nal ARP helyett)
DHCP (Dynamic Host Configuration Protocol)
PPP (Point-to-Point Protocol RFC 1661)
IEEE 802.3 (Ethernet)
IEEE 802.11 a/b/g/n/ac ( Wi-Fi /| WLAN )
MPLS (L 2.5)




LLC logikai kapcsolatvezérlo

Logical Link Control, IEEE 802.2
Adatkapcsolati réteg felso alrétege

3 szolgaltatastipusa van

= Nyugta nélkuli osszekottetés mentes moéd (kotelezo)
= Osszekottetés alapu (opcionalis)

= Nyugtazott osszekottetés mentes mod (opcionalis)
Ethernetet kiveve mindenhol kotelez6 hasznalni!



MAC azonosité / MAC cim

Az azonositét a gyarto rendeli az eszkozhoz
= NIC: Network Interface Controller (NIC)
= ROM vagy FirmWare része
= Atirhat6 (altalaban) de nem illik...

Haromféle IEEE MAC cim képzési mod.:
= (MAC-48) EUI-48, EUI-64

= Azonosito - EUI: Extended Unique Identifier
= Adatkapcsolati retegben azonosit

Uni-Cast, Multi-Cast, Broad-Cast

= Adott tartomanyon belul minden NIC megkapja

= U — csak az a NIC fogadja aki sajat cimét felismeri
= M — tobb NIC fogadja

= B —minden NIC fogadja




EUI-48 cim példa

Broad-Cast (szoras) cim FF:FF:FF:FF:FF:FF

248 cim

Nem kell

tudni

vizsgaral!
= Programmer

HEX
DEC

BIN

FFFF FFFF FFFF

FFFF FFFF FFFF
281474 976 710 655

TTIT 77T 777 777 777

TITIIT T 111 1111 1111 1111 11 m
minmmnmnan

OWORD MS

- 6 octets

1st octet | 2nd octet | 3rd octet | 4th octet | 5th octet | &th octet

or

¢— 3 octets ———Pp»g¢— 3 octets—P

Identifier (OUI)

Organisationally Unique Network Interface Controller

(NIC) Specific

8 bits

b7

b6

b4 b3|b2 b1

b0
L_ 0: unicast

1: multicast

<€

N\ 0: globally unique (OUI enforced)

1: locally administered




ARP, a cimfeloldasi protokoll

Pl.: egy LAN-ban 2 gép

1. kuldene 2.-nek

1. kideriti DNS-b6I, hogy 2. IP cime: 192.168.0.55

Kéne a 2. gep MAC cimel!ll

Megneézi helyi ARP cache-jében (ARP tablazat) (look up table)
Ha megtalalja jo, ha nem akkor

broadcast ARP uzenetet kuld FF.FF.FF:FF:FF.:FF MAC cimre
Mindenki megkapja, de csak 192.168.0.55 valaszol, hogy
00:eb:24:b2:05:ac

1. beirja helyi ARP tablajaba 192.168.0.55 - 00:eb:24:b2:05:ac
Ezentul tudja (mig lejar vagy torlik)

2. Is beirhatja maganal
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IPv4 — Ethernet cimfeloldas ARP keret

Nem kell
tudni
vizsgara!

Internet Protocol (IPv4) over Ethernet ARP packet

octet
offset 0 !
0 Hardware type (HTYPE)
2 Protocol type (PTYPE)
A Hardware address length Protocol address length
{HLEN) (PLEN)
6 Operation (OPER)
B Sender hardware address (SHA) (first 2 bytes)
10 (next 2 bytes)
12 (last 2 bytes)
14 Sender protocol address (SPA) (first 2 bytes)
16 (last 2 bytes)
18 Target hardware address (THA) (first 2 bytes)
20 (next 2 bytes)
22 (last 2 bytes)
24 Target protocol address (TPA) (first 2 bytes)
26 (last 2 bytes)

Kuldé
HW és
SW cime



ARP: Cimfeloldas — egy kis gyakotrlat

getmac Hazi Feladat

Ipconfig/ifconfig Nem kell tudni vizsgara!
arp

nslookup

(dhcp)
(PIng)
(traceroute)
(hostname)

(domain name server, DNS server, name server
— |P cim es IP név megfeleltetése)
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getmac

Kiirja valamennyi MAC cimem Hézi Feladat

Physical Address Transport Name Nem kell tudni Vizsgéra!

E8-E0-B7-16-CF-6B Media disconnected
C8-F7-33-8A-D7-C5 Media disconnected
02-80-37-EC-02-00 Media disconnected
00-50-B6-61-1C-4F \Device\Tcpip {14153BB8-93A1-4895-8DE1-6EDA8SCB5EDS89}

hostname, sethostname
Kiirja gépem neveét, atirhatom
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ipconfig / ifconfig (windows/unix)

Windows IP Configuration , .
Hazi Feladat

Ethernet adapter Ethernet: Nem kell tudni Vizsgér al
Connection-specific DNS Suffix . : tmit.ome.hu
Link-local IPv6 Address . . . .. : fe80::815d:42c9:ba9f.d6cf
IPv4 Address. ..........:152.66.244.88
SubnetMask . ..........:255.255.255.0
Default Gateway . ........:152.66.244.254

Wireless LAN adapter Wireless Network Connection:

Media State . . . ... .....: Media disconnected

Connection-specific DNS Suffix . :

Mobile Broadband adapter Mobile Broadband Connection:

Media State . ... .......: Media disconnected
Connection-specific DNS Suffix . :

15



ipconfig —all /release /renew (1./2)

Ethernet adapter Ethernet: - o
Hazi Feladat

Connection-specific DNS Suffix . : tmit.ome.hu

Description . .. ........:dynadock Ethernet Nem kell tudni Vizsgéra!
Physical Address.........:00-50-B6-61-1C-4F

DHCP Enabled...........:Yes

Autoconfiguration Enabled . . . .: Yes

Link-local IPv6 Address . . . .. : fe80::815d:42c9:ba9f.d6cf(Preferred)

IPv4 Address. ..........:152.66.244.88(Preferred)

SubnetMask . ..........:255.255.255.0

Lease Obtained. . ........:2020. aprilis 28. 8:00:00

Lease Expires . .........:2020. aprilis 29. 8:00:00

Default Gateway . ........:152.66.244.254

DHCP Server...........:152.66.244.249

DHCPVGIAID ...........:67129526

DHCPv6 Client DUID. . . .....:00-01-00-01-18-86-8B-66-E8-E0-B7-16-CF-6B
DNS Servers........... :152.66.246.10 152.66.246.170

Primary WINS Server .. .....:152.66.244.189

NetBIOS over Tcpip........: Enabled
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ipconfig —all /release /renew (2./2)

Wireless LAN adapter Wireless Network Connection: , .
Hazi Feladat

Media State . . .........: Media disconnected

Connection-specific DNS Suffix . : Nem kell tudni Vizsgéra!
Description...........:Intel(R) Centrino(R) Advanced-N 6235

Physical Address.........:C8-F7-33-8A-D7-C5

DHCP Enabled. ..........: Yes

Autoconfiguration Enabled . . . . : Yes

Media State . . .........: Media disconnected

Connection-specific DNS Suffix

Description . ..........: Ericsson H5321gw for TOSHIBA Mobile Broadband Network Adapter
Physical Address. ........:02-80-37-EC-02-00

DHCP Enabled. ..........: Yes

Autoconfiguration Enabled . . . . : Yes

Ipconfig /flushdns
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Unix arp parancs (v. windows cmd arp)

Displays and modifies the IP-to-Physical address translation tables used by address resolution protocol (ARP).

ARP -s inet_addr eth_addr [if_addr] H éZi F eladat

ARP -d inet_addr [if_addr]
ARP -a [inet_addr] [-N if_addr] [-V]

Nem kell tudni vizsgaral!

-a Displays current ARP entries by interrogating the current
protocol data. If inet_addr is specified, the IP and Physical
addresses for only the specified computer are displayed. If
more than one network interface uses ARP, entries for each ARP
table are displayed.

-0 Same as -a.

-V Displays current ARP entries in verbose mode. All invalid
entries and entries on the loop-back interface will be shown.

inet_addr Specifies an internet address.

-Nif_addr Displays the ARP entries for the network interface specified

by if _addr.

-d Deletes the host specified by inet_addr. inet_addr may be
wildcarded with * to delete all hosts.

-S Adds the host and associates the Internet address inet_addr

with the Physical address eth_addr. The Physical address is
given as 6 hexadecimal bytes separated by hyphens. The entry
is permanent.

eth_addr  Specifies a physical address.

if addr If present, this specifies the Internet address of the
interface whose address translation table should be modified.
If not present, the first applicable interface will be used.

Example:
> arp -s 157.55.85.212 00-aa-00-62-c6-09 .... Adds a static entry.
>arp -a .... Displays the arp table.
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arp —a az arp cache kiiratasa

Interface: 152.66.244.88 --- 0x3

Internet Address  Physical Address  Type HéZi Feladat

152.66.244.1 00-0c-29-8a-10-al dynamic

152.66.244.3 8c-ea-1b-a8-bc-80  dynamic INem kell tudni vizsgara!
152.66.244.4 00-0c-29-8f-90-8b  dynamic

152.66.244.9 00-0c-29-8a-10-al  dynamic

152.66.244.11 00-0c-29-b6-64-27  dynamic

152.66.244.16 00-0c-29-55-93-54  dynamic

152.66.244.17 00-0c-29-64-c9-92 dynamic

152.66.244.20 00-50-56-95-3d-15 dynamic

152.66.244.22 00-26-18-ae-al-70 dynamic

152.66.244.254 00-00-5e-00-01-06  dynamic
152.66.244.255 ff-ff-ff-ff-ff-ff ~ static

224.0.0.22 01-00-5e-00-00-16  static

224.0.0.251 01-00-5e-00-00-fb  static
224.0.0.252 01-00-5e-00-00-fc  static

239.255.255.250 01-00-5e-7f-ff-fa  static

255.255.255.255 ff-ff-ff-ff-ff-ff  static
19




DHCP: Dynamic Host Configuration Protocol

IP cimet rendel minden client server
csatlakozott eszkozhoz 5

, , . —2ISCOVERy
Mas paramétereket is allit —>

PRy
DORA: REG
. U

= server Discovery =ST
= [P lease Pffer W
= [P lease Request
= [P lease Acknowledgement

v \4

<— 2w



nslookup

cinkler@opti:~$ nslookup 8.8.8.8

Server:  152.66.246.10 H éZi Feladat

Address: 152.66.246.10#53

Nem kell tudni vizsgara!
Non-authoritative answer:
8.8.8.8.in-addr.arpa name = google-public-dns-a.google.com.

Authoritative answers can be found from:
8.8.8.in-addr.arpa  nameserver = ns2.google.com.
8.8.8.in-addr.arpa  nameserver = ns4.google.com.
8.8.8.in-addr.arpa  nameserver = nsl.google.com.
8.8.8.in-addr.arpa  nameserver = ns3.google.com.
nsl.google.com internet address = 216.239.32.10
nsl.google.com has AAAA address 2001:4860:4802:32::a
ns2.google.com internet address = 216.239.34.10
ns2.google.com has AAAA address 2001:4860:4802:34::a
ns3.google.com internet address = 216.239.36.10
ns3.google.com has AAAA address 2001:4860:4802:36::a
ns4.google.com internet address = 216.239.38.10
ns4.google.com has AAAA address 2001:4860:4802:38::a




(T Advanced IP Scanner — a *
File Actions Settings View Help
scan || I ||| | IP C =
152.660.244.1-254
Results Favorites
Status MName IP Manufacturer MAC address Comments 2
e SRS R DT PR
@ smartactive.tmit.... 152.66.244.24 Yihiware, Inc. 00:0C:25:8F90:88
> @ opt 152.66.244.29 YMware, Inc, 00:50:56:95:DF:49
E\ nagym-TMIT 152.66.244.32 ASUSTek COMPUT... 54:04:46:B4:EB:0F
» @ MPIEQOCETS 152.66.244.37 Hewlett Packard 00:01:E6ED:CE:15
> E\ mltmit.bmehu  132.66.244,39 Wiiware, Inc. 00:0C:29:89:BD:19
> E\ megyc-pc 152.66.244.40 ASUSTek COMPUT.., 54:04:A6:B4:EB:21
> @ iweb.trit.bme.hu 152.66.244.49 Yihiware, Inc. 00:0C: 29:7D:0C:2E
> E\ raspberrypi 152.66.244.60 Raspberry Pi Found... B8:27:EB:F3:F&:ED
> E\ opti 152.66.244.61 Micro-5tar Internati... 00:11:09:AB: CB:3C Y 4 [}
» E\ shitmitbmehu  132.66.244.65 ASUSTek COMPUT... 00:1F:CE:85:75:83 H aZ 1 F el a d at
> E\ markoszv2.tmit.., 132.66.244.67 GIGA-BYTE TECHM... D0:1A:4D:96:28:BC
> E\ bloomfield 152.66.244.68 GIGA-BYTE TECHN... 00:24:1D:CD:BS:1F N k 11 d b e 4 '
> @ ovdafuled.tmit.b... 152.66.244.69 Yihiware, Inc. 00:0C: 29:B6:64:27 em e tu nl VlZ Sgara.
E\ vhltmit.bmehu 132.66.244,70 Wiiware, Inc. 00:0C:29:55:93:54
E\ vha.tmit.bmehu 152.66.244.71 WYhiware, Inc. 00:0C:29:7D:0C:2E
@ vhitmit.bmehu 152.66.244.72 Yihiware, Inc. 00:0C:25:B6:64:27
> E\ bsow.tmit.bmehu 132.66.244,73 Wiiware, Inc. 00:0C:29:3E:A6:01
> E\ witmitbmehu  1532.66.244.76 WYhiware, Inc. 00:0C:29:A3:D2:25
> E\ infocom.tmit.b., 152.66.244.77 Viware, Inc. 00:0C:26:55:53:54
> E\ raspberrypi-2 152.66.244.79 Raspberry Pi Found... B8:27:EB:24:2E:4F
> E\ dhepdtmit.bme.... 152.66.244.82 ASUSTek COMPUT... 54:04:A6:B4:EA:DC
E\ gonosz 152.66.244.83 ASUSTek COMPUT... Fd:eD:04:54:00:84
E\ PZ930 152.66.244.88 GOOD WAY IND. C... 00:50:BE:61:1C:4F
> E\ mail 152.66.244.89 ASUSTek COMPUT... 54:04:46:B4:EB:15 hd

38%, 83 alive, 13 dead, 158 unknown 11—
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MPLS (http://opalsoft.net/qos/MPLS.htm)

http://www.cisco.com/c/en/us/about/press/internet-protocol-journal/back-issues/table-contents-10/mpls.html

MultiProtocol Label Switching:

(tobb protokollos cimke kapcsolas)

= egyseges IP/MPLS vezérles

= Egyszeribb mint ATM

m Cimketér csokkentve FEC (Forwarding Equivalence Class)

= Label Swapping, Stacking (Stripping)

= ATM-hez képest nemsok Uj ©

= Topologia vagy forgalom centrikus kozalités

m QoS

m TE és VPN tamogatas (rraffic Engineering and Virtual Private Networks)

m IPOMPLS: Peer Modell !
RSVP-TE
CR-LDP

http://www.mplsrc.com/mplsfaq.shtml 24




MPLS

LER: Label Edge Router (Perem cimke kapcs.) IP Router
LSR: Label Switching Router (Cimke kapcs) *
FEC: Forwarding Equivalence Class

LSP: Label Switched Path (cimkekapcsolt ut)

Label Swapping (cimkecsere) @
@‘ ::>

25




Label “Stacking” vagy “Swapping” (v ,,Stripping”)?

Sok réteg lehet ,verem” altal
Hierarchikus LSP beagyazas

=

"

] -

LsP4 LSP3 LSP2 LSP1 m

Bea’iiazo tt feirészek




LER és LSR kulonbség

LER LSR

= [P cim alapjan = A LER router a LSR
utvonalat valaszt tovabbitasi

B Cimketerjeszt(j tablazatokba beleir
protokollal bejegyez = Beérkez6 csomagot
minden routerba (be és tovabbit adott kimend
Kimeno port és cimke interfészre a
megfeleltetes) tablazatban tarolt

= Cimke felhelyezése ertekek alapjan
(fejrésszel egyutt) = Cimkeértéket atirja a

= Vételnél fejrész csomagban a
eltavolitasa tablazatban tarolt

ertékek alapjan

27



MPLS header (fejrész)

Header: 32 bit = 4 byte
Label: 20 bits

012 3456 7
+—t—+—+—F+—F+—F+—+—+

| Label | Entry Label:
+-+-+-+-+-+-+-+-+ Label Value, 20 bits
| Label | Exp: Experimental Use

+-+—+-+-+-+-+-+-+ 3 bits (CoS)

| Label | Exp |S| S: Bottom of Stack
+-+-+-+-+-+-+-+-+ 1 bit

| TTL | TTL: Time to Live
+-+—+—-+-+-+-+-+-+ 8 bits

28



IP és MPLS fejrész

,2Routing” és ,Forwarding”
Utvonalvalasztas és tovabbitas

(0] 8 16 31
VERS|HLEN|Service Type Total Length
Identification Flags| Fragment Offset
TTL Protocol Header Checksum
Source IP Address
Destination IP Address
Options Padding
Data
Data

Data

Label

Label

Label CoS|S

29



MPLS forwarding (tovabbitas)

http://www.cisco.com/c/en/us/about/press/internet-

protocol-journal/back-issues/table-contents-10/mpls.html
Figure 2: MPLS Packet Forwarding

FEC out | out m | m | omt | out m | m | out | out
i'face| label label |i'face|i'face{ label label |i'face|i'face|label
a 1 q 4 2 i} 9 ! 1 (1] —_—
1] 1 5 8 3 i} 10 10 1 (1] —_
aEs | baE e L z 1 T LN R X
Ingress Egress
Edge Node Edge Node
z (1] 1 ] 12889
MP 1 M ) M
—_— —_— 19| 12880254 | Data | —*
(12889254 | Data | [A] 12880254 | Data | (12889250 | Data |
[THEIN38 | Daia | [6] 17169138 | Data |
1159




Adategység, cimke, L2 keretezés

Packet

l_’_\

Unlabeled MAC | MAC | Type FCS
Packet DA | SA | 0x0800 (CRC)

L J
1

Frame

Felcimkézett IP csomag
L2 (pl_ Ethernet) keretben Labellslnsertedhere!—l Packet

—
Labeled MAC | MAC | Type Tk FCS
Packet DA SA | Ox8847 e (CRC)
}

Original Packet ‘ T

A Frame
Ethernet IP
Header Header Data
Ethernet MPLS IP
Header Label Header Data
Y 'S
New MPLS Original Packet
Label
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Label distribution mechanisms

Cimke elosztdé mechanizmusok
| SP |létrehozas
| SR tovabbitasi tablzat

Kulonboz6 cimkeeloszto protokollok:

= a Border Gateway Protocol (BGP)
Kulon AS-ek kozott
MPLS extension
= Resource reSerVation Protocol (RSVP)
Cimkeelosztas RSVP altal
RSVP-TE extension (Traffic Engineering)
= Label Distribution Protocol (LDP)

IETF definialta a célra
CR-LDP (Constrained Routing)

32



MPLS TE (Traffic Engineering)

,2Forgalomtereles”
IP: shortest path = least-hop path — Csak legrovidebb ut!!!

MPLS: TetszoOleges ut valaszthato!!
m Alternativ utak — terhelés megosztas (load sharing)
= Explicit Route vagy  Hop-by-Hop Routing
Loose (laza)
Strict (szigoru)

MPLS FRR

(Fast Re-Route)
Protection

Gyors ut ujra valasztas
védelem

33



QoS

MPLS QoS architektura nem uj

IP QoS-r edefinialt DiffServ-et hasznal
RFC 2475 definialja DiffServ architekturat
RFC 3270 MPLS tamogatas DiffServ-hez

DiffServ:

m Differentiated Services
= Megkulonboztetett Szolgaltatasok

34



DiffServ mukodése

Ingress

IEEmmEmIm Y " —u

Traffic Conditioning Agreement (TCA) Per-Hop Behavior (PHB)

\ 3

35



SLA: Service Level Agreement

,Megallapodas a
. Class1 \ | SZOlgéltatéS

Class2 _ Szintjérél”
Link/Shaper
Rate Mik a forgalmi és
\ minoseqi
jellemzok?
. Pl: 4 osztal
Class ComBmv:’tted Delay Jitter Loss y
Real time X Low Low Low
Interactive Y Low NA Low
Business Z NA NA Low

Best Effort NA NA NA NA
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MPLS j6vé

Tovabbfejlesztesek:

MPLS-TP (Transport Profile)

http://www.cisco.com/en/US/technologies/tk436/tk428/white_paper c11-562013.html
m 2 reteq:
MPLS - csomag
WDM - aramkor

GMPLS (Generalised)

= Tobb reteg
» Altalanositott MPLS: GMPLS




MPLS osszefoglalas

L2.5 megoldas (tobb mint L2)

_LER, LSR
_SP
_abel swap, stack, strip

QoS

MPLS-TP, GMPLS
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Optikal halozatok

Nyalabolasi technikak
Technologiai es fizikal alapok
= Fenyszal

m EDFA

= DWDM és CWDM
s AWG

Tobbretegu halozatok
= GMPLS/ASTN
= Forgalomkotegelées
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Optikai nyalabolasi technikak

T€E t3 OSDM . z
-erlguzzg;ee}[i?]ié(nyszél ) Vizsgara kell

Hullamhosszosztasos (WDM (cwbwm és bwbwm))
= Kulonbozb hullamhosszon mikod6 ado és vevo parok

|d6osztasos (OTDM)

= Nagyobb szinkron id6rések, esetleg aszinkron csomagok

Kodosztasos (OCDM)

m Osztott kozeg tobbszoros hozzaféréese
= PIl. Passziv optikai csillag

Frekvenciaosztas (OOFDM)

Optical Orthogonal Frequency-Division Multiplexing
IS a multi-carrier modulation technology (tobb-vivds modulacio)
multiple spectrally overlapped lower-speed subcarriers (al-vivd)
novel elastic optical network architecture (rugalmas)

flexibility and scalability in spectrum allocation and data rate
accommodation (spektrum es adatsebesséq)

Nyquist WDM
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Nyquist-WDM vs OOFDM

Nvquist-WDM




