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Process Monitor hasznalata:
l":' Process Monitor - Sysinternals: www.sysinternals.com
File Edit Eyent Fifter Jools Options Help
" ARE | YAD &5 £BAZE
Tene ... PID Operation Path Rest Detai
E452 3408 SUCCESS Parent PID: 2638
3406 & SUCCESS Treead ID: 3382
3408 § SUCCESS Desred Access: R
SUCCESS VelumeCreation Tim
SUCCESS Control: FSCTL_F1.
SUCCESS
SUCCESS Desred Access: R
SUCCESS
SUCCESS Thread ID: 3400
NAME COLLISION Deseed Access: R
FAST K0 DISALLOWED
SUCCESS Desired Access: R
SUCCESS (Creation Time: 1/6/.
C\Users\meres SUCCESS
C\Lsers\meres'\AppData\Rioamng NAME COLLISION Desred Access: R
Ci\lsen FAST 10 DISALLOWED
C/\Uisers\meres\AppData'Raaming SUCCESS Desired Access: R.
2408 3 C \Usen i\ SUCCESS Creaton Time: 1/6/.
3408 ShCloseFie C\Users'meres\AppData\Rosmng
3408 BhCreateFle  C'\Users\meres'\AppDiata'Roaming\ Microsoft\CLR Secuty Conig'v2 0.50727.31... PATH HOT FOUND Desred Access: G
3408 BhCresteFle  C'\Users\meses\ippData'RoamingMicrosolt \CLR Securty Corfig\w2 0 50727.31... PATH NOT FOUND Desired Access: G
3408 2% Thread Create. SUCCESS Thread ID: 3404
3408 BhCroatefie CA SUCCESS Desied Access: R,
3408 B CoseFle cA ESS
3408 Cliser Te ibemet Fles  FAST 10 DISALLOWED
408 BhCreateFie Ci\Lsers )\ y Intemet Fles SUCCESS Desred Access: AL
3408 9 Ci\lser T Itemet Fles  SUCCESS Creation Tme: 1/6/.
3408 ;;Lnnﬁk CL Temperary rtemet Fies SUCCESS
3408 o C'\Users \meres'.Documerts FAST 10 DISALLOWED
3408 ShCrestefie C\Users'meres Documents SUCCESS Desred Access: R
3408 ik GueryBasicirfor..C\Lsers\meres'\Documerts SUCCESS Creation Trme: 1/6/.
408 BhCloseFle C\Uisers\meres'\Documerts -
3408 BhCreateFile C/\Uisers'\meres'\Dacuments date txd Deseed Access: G
3408 &Y Theesd B Theead ID: 3400
3408 &Y Thread Ext SUCCESS Theead ID: 3404, .
3408 QY Thread Ext SUCCESS Thread ID: 3352
3408 B Process Bxt SUCCESS Bxt Stalus: 53245




* Mi tortént pontosan?
o Ki okozta? Mikor? Miert?
o Feljegyzések készitése (képernybkép, |épések...)
o Tudjuk reprodukalni?

" Informacid begyljtése
o Hibanaplok (alkalmazas sajatja, rendszer)
o Hibakeres6 eszkozok (sysinternals, support tools...)

= Prébaljuk megérteni, mi torténik




Informacio gydjtés: Eseménynaplod

* Eseménynaplo megvizsgalasa

) [ Egyéni nézetek
& Windows-napiok
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Esemény részletei

{2] Event Properties - Event 33, SideBySide
General .Details
Activation context generation failed for "c:\program files\microsoft sdks\Windows\v7.0\Bin
\guidgen.exe". Dependent Assembly
Microsoft.VC90.MFC, processerArchitecture="x86", publicKeyToken="1fc8b3b%alel8e3b" type="wi
n32",version="9.0.21022.8" could not be found. Please use sxstrace.exe for detailed diagnosis.
+
Log Name: Application
Source: SideBySide Legged: 5/12/2009 2:28:29 PM E]
Event ID: 33 Task Category: None
Level: Error Keywords: Classic
User: N/A Computer: win7test
OpCode:

More Information:

vent

nline Hel

Close

Az esemény azonositasa a forrds és az esemény azonositd alapjan torténhet.



Eventlog Online help

» Keres a forras + azonosito parosra
* Gyakori hibak esetén megoldas is:

Wiki » TechNet Articles » Event ID 7030 — Basic Service Operations

m

Event ID 7030 — Basic Service Operations

Updated: January 6, 2009 at https//technet microsoft.c

Applies Te: Windows Server 2008 R2

Service Control Manager transmits control requests to running services and driver services. It slso maintaing

status information about those services, and reports configuration changes and state changes

Event Details

Product:  Windows Operating System
ID: 030

Source: Service Control Manager
Version: 61

Symbollc e ENT_SERVICE_NOT_INTERACTIVE
Name:
The %1 service is marked a5 an interactive service. However, the system is configured to not
Message:
allows interactive services. This senvice may not function properly.
Resolve

Change the interact with desktop setting

This error accurs if the service has been configured to allow the service to interact with the desktop. Interactive D E M O

services can display 2 user interface and receive user input. I you allow the service to interact with the desktop,
any information that the service displays on the desktop will also be displayed on an interactive user's desktop

Forras: http://social.technet.microsoft.com/wiki/contents/articles/event-id-7030-
basic-service-operations.aspx



Informacio gydjtés folytatasa

» Tovabbi napléfajlok:
o C:\Windows\System32\LogFiles
o Alkalmazas-specifikus konyvtarak

" Keresés hibakdd alapjan
o http://support.microsoft.com (KB cikkek)

o http://www.eventid.net/




MS Knowledge Base cikkek

£ In Windows Server 2003 and in Windows XP, W32Time frequently logs Event ID 50, and poor time sy - Windows Intemet Expl.. = & 5
(< 1@ [T |

- - - 4
oot _[5 ~% = Hibajelenség

In Windows Server 2003 and in Windows XP, W32Time frequently logs Event
ID 50, and poor time synchronization occurs

t microsoft.com

- | Event 17030 —B... [ In Windows Ser... x ~ Pagev Safety~

f Hotfix Download Available
{| view and request hotfix downloads

= Megoldasok:
o Hotfix

Expand all | Collay

-] SYMPTOMS @] Worka round
When the Windows Time service (W3ZTime) synchronizes with an external clock, the following

event may frequently appear in the System log: O | S m e rt h i b a

Event ID: 50

Source: W32time
Type: Warning O e
The time service detected a time difference of greater than 5000 milliseconds for 500 secands.
The time difference might be caused by synchronization with low-accuracy time sources or by

suboptimal netwerk conditions. The time service is no langer synchronized and cannot provide
the time to ther clients or update the system clock. When a valid time stamp is received from &
time service provider, the time service will correct itself.




Hibakeresés eszkozei

Ha a hibajelzésbdl/naplobdl nem egyértelm(, hogy
mi a gond:
= Mi fut pontosan, mit hasznal?
o Process Explorer
* Mit csinal pontosan?
o Process Monitor
= Mit kommunikal a halézaton?
o Protokoll analizator, pl. Wireshark

* Mennyi eréforrast hasznal?

o Performance Monitor, Resource Monitor




Hibakeresés eszkozei (2)

El6bbiek passziv eszkdzok
o Néha csak ezt lehet (pl. éles szerver)

Ha be is lehet avatkozni (,,intrusive”):

Memoria dump elmentése

o Pl. sysinternals procdump

Debugger csatlakoztatasa
o Pl. WinDbg
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Esettanulmany 1

[ISEXPRESS: , The data is invalid”
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[IS Express

= |IS Express: web szerver fejlesztGi valtozata

= Mérés labor 4: l I S 7

- P ter for i i
o Példa webszerver HTTP kérésekhez i

o Windows 7 virtuadlis gépben

. test.meresd.local

. website_8000
" Félévkezdés el6tt: minden megy a | wwwroot
; , | applicationhost.config
O sajat gépemen, &) open_firewall_ports.cmd
.| README.btt

o végleges kornyezetben is

[E) start_iis_express.cmd

12



,Az el6bb még ment minden...”

= Utolsé utani ellen6rzés:
o Snapshot eldobasa utan

[ E e ]

B Administrator: Command Prompt

Microsoft Windows [Uersion 6.1.760811]
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

IC:\Windows\system32>cd "~Program Files\IIS Express"

IC:\Program Files\IIS Express>iisexpress.exe

C:\Program Files\IIS Express>iisexpress.exe
The data is invalid.For more information about the error, run iisexpress.exe with the

tracing switch enabled (/trace:error).

13



Hiba részletei

* /trace:error kapcsolo esetén is ugyanez

» Lathatoan konfiguracios hiba
o Még a trace bedllitasokat sem tudja feldolgozni
o Probaljuk a beépitett fajllal

o C:\Program Files\IIS Express>iisexpress.exe /config:"c:\Program Files\IIS
Express\config\templates\PersonalWebServer\applicationhost.config" /trace:error

o Eredmény ugyanez, semmi részlet

14



Hiba részletei (2)

= Kimerit6 keresés az inditasi modok kozott
o iisexpress.exe-nek nem maradt tobb kapcsoldja

» appcmd.exe: parancssori felllet

C:\Program Files\IIS Express>appcmd.exe list config
ERROR < hn‘f‘ult 8[313'?0@13(! message :Command execution failed.

u Vegre van egy hlbakodunkI
o gg: 8007000d —> féleg Windows Update hibak

o gg: 8007000d iis = web.config hiba, nem telepitett
modulok | ndlunk ez nem lehet, hisz ez a config eddig
ment

15



IS Ujratelepités (cheat:)

* Quick & dirty megoldas: IIS Ujratelepités
o Igy m(ikodik ugyanazon a VM-en, ugyanaz a webhely

= Kozvetlen probléma megoldva,
o de nem tudjuk mi volt a gond...
o j6 lenne tudni :-)

= Hasonlitsuk 6ssze a jo és a rossz allapotot!

16



Fajlok 6sszehasonlitasa

Fajlok megegyeznek:

o C:\program files\iis express; Documents\|ISExpress;

C:\inetpub; .NET FW\config

Frpr .-
+ Name: =] Size Date At @ Mame
EYR] DIR> 20120207 1753- .| &l ]
ClepServer] DIR> 2012020 L ihomServer]
lcartig) <DIR> 20120207 1753~ ] leantig]
Slcuster] DIf> 20120207 1753
Cidel <DIR> 21202071753 || Ciidel
ide-DE) <DIR> 20120207 1753~ | |Jjde-DE]
Sfen] <DIR> 20120207 1753
Dol <DIR> 20120207 17:53-
Jtes) DIR> 20120207 1753
Dles£s] <R 53|

<DIR> 20120207 17:53-
eFR) DIR> 20120207 1753
Siem)
Dlaa)
Skl
Dl
Sin-AU]
DWebste1]
SlmhcHs)
ST
lhcH] DR 201 5 -
St W) <DIf> 20120207 1753 || Ik TW]
Tlavwcmd e 188 744 20110401 2354« || “oppcmd
apgend -l e
o ppchy a
e @
| anptit i
& uehonen a
L eustibas a 42312 2011.04.01 2354+ || % mahias
4 authcent a 33096 2011.04.01 23545 || % anitheert
- al 49952 20110401 2354« || . enshemap
% authesgn a 53576 2011.04.01 23544 || = ashspi
. browscan @ 68424 2011.04.01 23545 || “ browscap
brawscoa i 31437 2011.02 73 00-28< * |5 browscan

0k /6 189k in 0 / 70 fibeds). 0 / 24 dirfs)

0k /6 189k in 0/ 70 filegs). 0./ 24 drfa)

i i"liiléli[ﬁ

Date e
20120207 1753

2012.02.07 1753
20120207 1753~
2012.02.07 1763
20120207 1753

2012.02.07 1753
20120207 1753~
20120207 1763
<DIR> 20120207 17:53—
188 744 2011.04.01 23542
3629 2011.02.73 00.28-0
394 056 2011 04.01 23545
406 344 2011.04.01 23542
28 488 2011.04.01 23540
288 2011.04.01 2354«
42312 2011.04.01 2354
33096 2011.04.01 2354
45,952 2011.04 01 2354«
53576 2011.04.01 23545
68424 2011.04.01 23542
31457 2011.02 73 00-28« ~
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Registry 0sszehasonlitasa

» HKEY_LOCAL_MACHINE\Software alatt
megegyezik

= |IS szovegre keresve latszélag megegyezik a jo és a
rossz VM registry tartalma

= - Nézzuk akkor mit csindl az iisexpress.exe

18



Futasok osszehasonlitasa

S

File Edt Event Fifter Tools Options Help
W ABE A B A5 FiaE
PID Operaion Path -
owe\Prefesch\ISEXPRESS EXE-D
B hQueryStandardinfor. . C:\Windows'\Prefetch\IISEXPRESS EXE-DFD"
ReadFie C:\Windows\Prefetch\ISEXPRESS EXE-DFD!
:’; CloseFile C:\Windows'\Prefetch\IISEXPRESS EXE-DFD’
2 c

C\Program Fles\lIS Bxpress

R EEEL R

ZhOoseFie C:\Program Files\IIS Bpress

BhCreateia C:\Program Fles\IIS Express’Aop Server
7 C:\Program Fles\lIS Bxpress\op Server
B h QueryFleintemalinfo._C-\Program Fles\IIS Express\App Server
B FieSysenCortrol  C:\Program Fles\IS Express\ippServer

CinsaFia A\ Brmvae las\ IS Funsmar' bnn Gansar

File Edt Eyent Fiter Took
S| &

A | B MK

" F3jl, registry kérések elkapasa (Process Monitor)
* Esemeények: 3090 (jo) vs. 1818 (rossz)

Options_ Help

Path

“\Windows\Prefetch |ISEXPRESS EXE-DFDI
fndows'\Prefetch\IISEXPRESS. D
C\Windows'\Prefetch\|ISEXPRESS EXE-DFD
C:\Windows'\Prefetch\|ISEXPRESS. EXE-DFD
=

.C:

c
C:\Program Fles
. C:\Program Fles

C\Program Fles

C:\Program Fies
Ci\Program Fles

C:\Program Fles\lIS Express:
. C:\Program Fles\lIS Express:

.C:\Program Fles\lIS Express

C:\Program Fles\IS Express
C:\Program Fles\IS Express
C:\Program Fles\IIS Express'config

Showing 3090 of 6 426 events (48%)

Backed by c:\Users\micskeiz\Desktop\unsolved\Ilt

Showing 1 818 of 2434 events (74%)

Backed by c:

= Nehéz meglatni a kiilobnbséget

19



Futdasok 6sszehasonlitasa (2)

" Futas exportalasa CSV-be
= Operation, Path, Result mez6k megtartasa

|| Compare
[ET————— - [52] s sk Deatop v ISEXPRES S vomz st v &=
oo ][ esofomnce ][ frovusdfomce B B Caogsortr

[t ]l I WA A=

(BB et

so74sE. pe, sucezss
TISEXPRESS . EXE-DYOT

P pp—

fereh) TISEXFALSS . IXE-0TD7
EXZ-DFDTT4SE. pE SUCCESS

55 7 succzss

€ SOCCESE
ssuccEss

0o
ER e —
¥

1ajC:\Program
C:\Pregean ¥

LafyatesContraliC:\Bragran T
ileic: B Frete

28:iisenpress

ress\contig; SOCCESS

o

iisexpress. exe;CreaveFile;C:\Frogram

C:pogean
LeiCi\Pregzam T
vetesControliC:\Proaran Tiles\II3 Expr

= 59 helyen kiilénbézik, latszélag ugyanolyan
visszatérési érték utan tér el

Frerer——

Prr-——t
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Kifogytunk az otletekbdl...

" Vissza az elejére
o Hatha ki lehet listazni a konfiguraciot
o Nézzuk meg az appcmd.exe-t meg egyszer

C:\Program Files\IIS Express>appcmd.exe list module

ERROR ( message:Configuration error MODULE

Filename: C:\Program Files\IIS
Express\config\schema\FX_ schema.xml

Line Number: 0

Description: Configuration file is not well-formed
XML. )

21



Nyertink: FX_schema.xml

* Mivan az FX_schema.xml-ben?

<DIR>  2012.02.07 17:53— | [ P schemaxmi [CA reker Pansolve ISDPRESS\rors]
38 205 2011.02.23 00:28-a— e :
. File Edit View Settings 2

D& [ % dasas@Elee
IULINULINULINULINULINULINULINULINULINULINU LT

U
| NetFx40_lIS_schema_update xml 3391 2011.02.23 00:28-a—

| rewrite_schema xml 13 841 2011.02.23 00:30-a— [NULINULINULINULINULINULINULINULINULINULINULTNULINULTNU LINU L
[ rscaext xml 8314 2011.02.23 00:28-a— oS oo o oo Lol
WebDAV_schema ol 4633 2011.02.23 00:28-a— (VW G878 VW (78 078 978 V78 978 VT8 VT8 (VT8 VTR VT8 GEVTRG

[HuLTNULIRULINULINULINULINULINULINULINULINULINULINULTNU L INU LT
[NULINULINULINULINULINULINULINULINULINULINULINULINULINULINU L
[huLTvuLRULINULINULINULINDLINULINU LINULINU LINULINU LINULINU LT
[NULINULINULINULINULINULINULINULINULINULINULINULINULTNULINU LT

= A f4jl latszélag megvan, de csupa NUL a tartalma

® (Snapshot eldobasa kdzben sérilt meg?)

22



Esettanulmany 2

SQL Server Upgrade hiba

23



SQL Server upgrade

* D:\>setup.exe SKUUPGRADE=1
|

Existing components
Components have been found on the machine. Select upgrade

options below.
il

The Following components that you chose to install are already installed on the machine. To
view a report of available options and alternatives click on Details.

[¥ SQL Server Database Services 9.00.1399.06

¥ Reporting Services 9.00.1399.06!

Leiras: SKUUPGRADE of Reporting Services fails with could not write
rssrvpolicy.config,
http://social.technet.microsoft.com/Forums/en/sqlsetupandupgrade/thread/c75f35c
7-f00d-45df-bdba-464ca5bd011a

Vagy magyarul: SCE 2007 vs. SQL 2005 Express
http://micskeiz.wordpress.com/2007/08/27/sce-2007-vs-sql-2005-express/



Hiba a telepités soran

((((( ft SQL Server 2005 Setup

Setup Progress
The selected companents are being configured

<< ack

SQL Server Setup did not have the administrator permissions required to copy a Fle: C:{Program
'! soL A\Reparting o, To continus,

verty that the He axists, and skher rant dnnEuTEL Dernissons 1o the sooourt crently runang
Setup or log in with an administrator sccount. Then run SQU Server Setup again.

v ]
C:\Program Files\Microsoft SQL Server\MSSQL.4

25

\Reporting Services\ReportServer\rssrvpolicy.config

2053
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A fajl pedig létezik...

Program File: icrosoft SQL Server\MSSQL.4\Reporting Services\ReportServer
File Edit View Favorites Tools Help

QBack » ) - (¥ | D search [ Folders | & 3 X )| [E-
Address I_] C:\Program Files\Microsoft SQL Server\MSSQL.4\Reporting Services\ReportServer
) bin

_)Pages

) ReportBuilder

) Styles

|7 Catalog.sql

") CatalogTempDE.sql

@ global.asax

:Q ModelGenerationRules. smgl

El ReportExecution2005. asmx

@ ReportingServices.wsdl

El ReportService2005. asmx

E] ReportService, asmx

@ ReportService,soap

@ rsreportserver.config

26



Es van hozza jogosultsagunk is... ??

* A Rendszergazda
felhasznald nevében
ment a telepitd

* De a hibalizenet szerint
jogosultsagi gond lehet

rssrvpolicy.config Properties 2lx|

General Security I Smmaryl

Peimissions for Administiators

€7 Server Operators (SCETEST\Server Operators)
€ SYSTEM

Bemove

Full Control

Modify

Read & Execute
Read

Wiite

Special Permissions

For special permissions of for advanced settings. Advanced

click Advanced

Dﬂﬁﬁmgglf

oooooo|s

27



Process Monitor

" Par szazezer esemény kozuil kikeressuk a
relevansakat:

7, Process Monitor - Sysinternals: www.sysinternals.com

Fie Edt Event Fiter Took Options Hebp

FW | RI?E; VA.® CRRRE Y]

Sequ.. | Tme. | ProcessName | PID| Operation Paih Resull Detal [
550485 1307 j setup. exe 5362 SuEnrﬂfFleHnm\ C:\Program F&as\MmmﬂtSﬂL Server\30\Setup Bootstrap\L DG \Files\SOLS ehup0002_WS2003RZTEST_RS log SUCCESS End0iFie: 4 456 540
50486 1307... gfsetupee 5362 Sethlln C\Prog s0L tup Bootsiap!\LDG\Fies\SOLS ehup002_WS2003R2TEST_RS og SUDCESS AlocationSize: 4.
S50467 1307... [l setupese 532 WiteFie C:\Progran FilestMiciosoft SOL Serve\S0\S etup BootstiapL DG\Fles\SOLS ehup0002_WS2003RZTEST_RS g SUCCESS Difse: 4 456 424, .
550488 1307 LJsetup exe 5352 UnlockFieSinge  C:\Program Files\Microsolt SOL Server\30\Setup Hndﬂlau\LDE\Fias\SuLSuhd]m WS?!IBRZIESI _RS.log SUCCESS Offset 4 456 424,
550469 1307... ﬁ.uimm 4320 QuenOpen C\Program ServerMSSOL4\Report P g SUCCESS CreationTime: 200..
550430 1307... (GMeErecere 4920 CrealeFie [ Miciosolt SOL 0L AReparting Senvices\RepoServerhssvpol PATH NOT FOUND Dested Acoess: G..
SH0491 1307, [GMsErecess 4520 Cienlefie v PATHNOT FOUND Dested Access: G
550422 1307... (GMeErecere 4320 Crealefie :IZIL Serve ARepotting Servi I PATH NOT FOUND Desred Access: G...
550433 1307 (GMsErecere 4320 CrealeFie it SOL ServenMSSOL 2\Repotting Services\Repod PATH NDT FOUND Desied Acoess G..

Nem az a gondja, hogy MSSQL.4-ben |év6 cél fajlt nem tudja irni, hanem az MSSQL.2-
ben 1évé forrasfajlt nem taldlja (persze, mert nem is abban a kényvtarban kéne
keresnie!)

28



Tanulsag

= Aljas hiba volt, mert megtéveszt6 az eredeti
hibalizenet...

* Ne higgylink a hibatizeneteknek©

= Vannak eszkdzok, amivel meg lehet nézni, hogy mi
torténik a hattérben!

29



Esettanulmany 3

NAME NOT FOUND

30



,File not found” hiba

Eventlog

[13:26:55] Starting multicast copy- IBMLaborokiteszt-image\Windows XP Professional-000001-s001 vmdk (13 MB)

[13:27:02] UFTP status: Host itec1 finished in 5.046 seconds with 0 NAKs

[13:27:02] Copied: IBMLaborok\teszt-image\Windows XP Professional-000001-s001.vmdk (0:07, 2 MBfs)

[13:27:02] Unicast copied IBMLaboroklteszt-imagelvmware-2 log (72 kB) toitec1

[13:27:02) Source file "\\itec \c$itempluftpiWindows XP Professional-000001-s001.vmdk" not found. multicast copy was unsuccessful on host itec1
[13:27:02] Unicast copied IBMLaborok\teszt-image\Windows XP Professional.nvram (8 kB) to itec1

[13:27-02] Unicast copied IBMLaborok|teszt-imagelWindows XP Professional. vmdk (305 b) to itec1

[13:27:02] Copy finished. Check target machines.

oS [Viewimages | [ Taman | | femof | | Siansemce | | Sop Sevicn |
Evamis
& mages (133655 cooy uE)
bttt |[1327 021 UFTP staton toat ac fiahad 5 046 s w0 WA
- 4 Eamabk 11132702 Coped 1Bt et image Wi XP Profemsonn 00001 031 ok 07,2 M)
i rcak |z
& e | 13272 Scnca o fauc T -
s |mazr ‘

Bta dsc1

[otimagm | [ sttemy ] it o et

Részletes leirds:http://micskeiz.wordpress.com/2009/09/24/name-not-found-
%E2%80%93-egy-furcsa-fajl-hozzaferesi-hiba/



Az alkalmazas muikodése

» Cél: adott konyvtar szétmasolasa sok kliensre
o Tipikusan virtualis gépek (5-10 GB)

* Nagyobb fajlokat multicast copy masolja (UFTP)
egy ideiglenes konyvtarba

" Végén SMB megosztason keresztll athelyezi a
végleges helyére

32



Az alkalmazas
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Alkalmazas sajat naploja

2009.09.22. 11:21:14:

Category: Info, RecursiveCopyFolders, Copylmage
Title: Info A sait rész|
Message: Unicast copied IBMLaborok\teszt-image\vmw sajat reszletes

Severity: Information nap|6ban is csak

2009.09.22. 11:21:14: ugyanaz a hiba volt
Category: Info, RecursiveCopyFolders, Copylmage
Title: Info

Message: Source file "\\itec1\cS\temp\uftp\Windows XP Professional-000001-
s001.vmdk" not found, multicast copy was unsuccessful on host itecl.
Severity: Information

2009.09.22. 11:21:14:

Category: RecursiveCopyFolders, Copylmage

Title: TracerExit

Message: End Trace: Activity '814d6f3a-4604-475f-8ab3-7ff6154b386b' in method
'ImageDistributer.Service.lmageDistributerService.RecursiveCopyFolders' at 17877593865
ticks (elapsed time: 6,018 seconds)

Severity: Stop
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A fajl hozzaférés Process Monitorban

[ Eve

1| Process | stack |

Date:
Thread:
Class:
Operation:
Result:
Path:
Duration:

Disposition:
Options:
Aftributes:
ShareMode:
AllocationSize:

Desired Access:

A fajlt Explorerben
i megnézve pedig ott van,
File System akkor mle’rt ez az
CreateFile ered meny?
NAME NOT FOUND

2009.09.22. 13:27:02

\\itec1\c$\temp\uftp\Windows XP Professional-000001-s001.vmdk
0.0005817

Read Attributes
Open

Open Reparse Point
n/a

Read, Write, Delete
n/a
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NTFS szint( napldzas beallitasa (SACL)

[ }. Advanced Security Settings for temp &

Auditing |

Barki, barmit
csinal az adott

To view or edit details for an auditing entry, select the

Object name: C:\temp

— kényvtarban
Type Name Access Inherited From Apply To
- Ereryone Full control cnotihented>  This foder, subfoler...

[¥] Indude inheritable auditing entries from this object’s parent
[]Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing obiect access?

o) Come ) (Lt
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Bejegyzés a biztonsagi napléban

A handle to an object was requested.

Subject:
Security ID:
Account Name: ImageDistributer
Account Domain: FTSLAB
Logon ID: 0:3d0227
Object:
Object Server: Security
Object Type: File )
Object Name: C:\temp\uftp\a.vmdk ME|\/I k
Handle ID: 01220

Process Information:
Process ID:
Process Name:

0x4

Access Request Information:
Transaction ID:
Accesses: DELETE

ReadAttributes

folyamat

Milyen
tipusu
hozzaférés
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Fajl hozzaférések sorrendje

Folyamat (PID)
System (4)
System (4)
System (4)
System (4)
System (4)
uftpd.exe (0xbf0)
uftpd.exe (0xbf0)
uftpd.exe (0xbf0)

Felhasznilé
ImageDistributer
ImageDistributer
ImageDistributer
ImageDistributer
ImageDistributer
SYSTEM

SYSTEM

SYSTEM

Megoldas:

= Az uftd.exe még irni akarta és fogta a fdjlt az
ImageDistributer hozzaférése el6tt

Leiré
0x1220
0x1220
0x1220
0x1220
0x1220
0x10¢
0x10¢
0x10¢

Hozzéférési maszk
DELETE, ReadAttributes
ReadAttributes

DELETE

WriteData, AppendData...

WriteData, AppendData

Széveg

A handle to an object was requested.

An attempt was made to access an object.
An attempt was made to access an object.
An object was deleted.

The handle to an object was closed.

A handle to an object was requested.

An attempt was made to access an object.
The handle to an object was closed.
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Tanulsag

* Tudni kell, hogy intézi az OS az 1/0 kéréseket

* [smerni kell az OS részletes napldzasi lehet6ségeit
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Ha nagy baj van
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cted and windows has been shut down to prevent damage

ems to be caused by the following file: SPCMDCO
PAGE_FAULT_IN_MNONPAGED_AREA

If this is the first time you've is Stop error screen,
restart your computer. If this screen E follow
these steps:

e sure any new h: vare is properly installed.
install ; hardware or s are manufacturer

If problems continue, disable or remove any newly installed hardware

software. Disable BIOS memory options caching or shadowing.
you need to use safe mMode to remove or disable components, restart
your computer, press F8 to select advanced Startup options, and then
sel safe mode.
Technical information:

00000050 (OxFD309 , Ox00000001, Ox 7 00000000)

SPCMDCON. SYS - Addr FBFE7617 b FBFE5000, DateStamp 3dédd&67c
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Your PC ran into a problem that it couldn’t handle,
and now it needs to restart.

Windows 8-ban bevezetett 4j BSOD
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Blue Screen of Death (BSOD)

Becsuletes neve: STOP error, bug check
o Azonositas: STOP error code

Ha nem lat mar mas kiutat a rendszer
o Nagyobb baj elkeriilése

Nem rossz dolog, ne a hirnokot gy(iloljuk®©

KeBugCheckEx fliggvény, Bugcheck.h

Bug Check Codes, http://msdn.microsoft.com/en-us/library/hh406232.aspx
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Példa bug check (MSDN)

2 value of 0 Windows or a kernel-mode driver accessed paged memory at DISPATCH_LEVEL or above,

ceived a ST

¥ you have experience with computers and want to try to recover from this error, follow the steps provided in the Micrasaft article How to Fix BlueScreen (STOP) Errars that Cause
The following actions might prevent an error like this fram happening again:
1. Download and install updates and device drivers for your computer fram Windows Update.
2. Scan your computer for compiter viruses.
3. Check your hard disk for errors.
IRQL NOT _LESS OR EQUAL Parameters

)
O Paraméterek

Paraeter L listaja (segit a
1 Memory referenced — , .
hibat értelmezni)

2 IRQL at time of reference
3 0: Read

L: write

Javasolt

Cause

megoldasok

This bug check is issued if paged memory (or invalid memory) is accessed when the IRQL is toe high.

The error that generates this bug check usually occurs after the installation of a faulty device driver. system service. or BIOS.

Forras: http://msdn.microsoft.com/en-us/library/ff560129(v=VS.85).aspx

Bug Check OxA: IRQL_ NOT_LESS OR_EQUAL —=#msdn

P code, the ¢ ect itself from data loss. & hardware device, its driver, or related software might have caused this error. if your copy of Windows
Per of your comy irately from your computer, Microsoft provides support. To find contact information for Microsoft or your computer manufacturer,

Vindows to Shut Bown or Restart Unexpectedly
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Crash dump

" Memoria részlet és CPU allapot elmentése

» Lapozdéfajlba irja ki ideiglenesen
["Startup and Recovery =5

System startup

e Default operating gystem:
= Fajtai:

Microsoft Windows Vista

-
/| Time to display list of operating systems: 30 = seconds
seconds

O Sma" memory dump Time to display recovery options when needed: | 30 -

o Kernel memory dump

System falure

] Write an event to the system log
o Full memory dump JRs———

Write debugging information

(Smal memory dump (123 k8) 7]

MSDN. Crash Dump Files, http://msdn.microsoft.com/en-us/library/ff539316.aspx
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Crash dump elemzése

" Microsoft Error Reporting T s [

aulty.exe has stopped workin
faulty topped work

o MS szerverének elkuldi

Windows is checking for a solution to the problem...

o Elemzés, dsszehasonlitas
o Visszajelzés, esetleg megoldas

:::::::

= Sajat magunk:
o WinDbg
o lanalyze —v parancs
o Hibazé modul azonositasa

LAST_CONTROL_TRANSFER.  fxom 00ScSese to 00419£0d

How to read the small memory dump files that Windows creates for debugging,
http://support.microsoft.com/kb/315263/en-us

46



p]=\Y[0) Blue Screen of Death (BSOD)

= Hibajelentés kiildése (Error reporting)

= Memory dump készitése

* Minidump elemzése WinDgb-ben




Specialis modu inditas
* F8 a Windows logo el6tt

Hindows Advanced Options Menu
Please select an option:

Safe Mode
Safe Mode with Networking
Safe Mode with Command Prompt

Enable Boot Logging
ble UGA Mode

ugg ing Mode
able automatic restart on system failure

Start Windows Normally
Reboot
Return to 0S Choices Menu

A description of the Safe Mode Boot options in Windows XP

http://support.microsoft.com/default.aspx?scid=kb;en-us;315222

t Enown Good Configuration (your most recent settings that
rectory Serv s Restore Mode (Hindows domain controllers only)

worked)

Use the up and down arrow keys to move the highlight to your choice.




Specialis modu inditas

» Safe mode (Csokkentett mod)
o csak a beépitett meghajték indulnak el
o csak a legszukségesebb szolgaltatasok

= Safe mode with Networking
o haldzat is van

= Last Known Good Configuration
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Boot Configuration Database

B¥ Administrator: Command Prompt

:\Windouws\systemn32>bcdedit
lindows Boot Manager

{bootmgr>
partition=C:
Windows Boot Manager
en-US
{globalsettings?>
{current>
{4eebbalde-7e?4-11db-aBd2-ea49727h?33a>
{current
toolsdisplayorder {memdiag>
timeout 38

lindows Boot Loader

{current?

partition=

NWindows\s nload.exe
Microsoft Windows Uista

en—-US

{bootloadersettings>

partition=C:

\Windows
64e?b6a3e*7e74*11dh*a0d2*ea49727b933a}
ptin

Forras: Mark Russinovich: Inside the Windows Vista kernel: Part 2, Technet Magazine

,Windows Vista has enhanced several aspects of startup and shutdown. Startup has improved with the introduction of the Boot
Configuration Database (BCD) for storing system and OS startup configuration, a new flow and organization of system startup
processes, new logon architecture, and support for delayed-autostart services. Windows Vista shutdown changes include pre-
shutdown notification for Windows services, Windows services shutdown ordering, and a significant change to the way the OS
manages power state transitions.

One of the most visible changes to the startup process is the absence of Boot.ini from the root of the system volume. That's
because the boot configuration, which on previous versions of Windows was stored in the Boot.ini text file, is now stored in the
BCD. One of the reasons Windows Vista uses the BCD is that it unifies the two current boot architectures supported by
Windows: Master Boot Record (MBR) and Extensible Firmware Interface (EFI). MBR is generally used by x86 and x64 desktop
systems, while EFl is used by Itanium-based systems (though desktop PCs are likely to ship with EFI support in the near future).
The BCD abstracts the firmware and has other advantages over Boot.ini, like its support for Unicode strings and alternate pre-
boot executables.

The BCD is actually stored on disk in a registry hive that loads into the Windows registry for access via registry APIs. On PCs,
Windows stores it in \Boot\Bcd on the system volume. On EFl systems, it's on the EFl system partition. When the hive is loaded,
it appears under HKLM\Bcd00000000, but its internal format is undocumented so editing it requires the use of a tool like
%SystemRoot%\System32\Bcdedit.exe. Interfaces for manipulating the BCD are also made available for scripts and custom
editors through Windows Management Instrumentation (WMI) and you can use the Windows System Configuration Utility
(%SystemRoot%\System32\Msconfig.exe) to edit or add basic parameters, like kernel debugging options.

The BCD divides platform-wide boot settings, like the default OS selection and the boot menu timeout, from OS-specific settings
such as OS boot options and the path to the OS boot loader. For example, Figure 3 shows that when you run Bcdedit with no
command-line options, it displays platform settings in the Windows Boot Manager section at the top of the output, followed by
0S-specific settings in the Windows Boot Loader section.

When you boot a Windows Vista installation, this new scheme divides the tasks that were handled by the operating system
loader (Ntldr) on previous versions of Windows into two different executables: \BootMgr and
%SystemRoot%\System32\Winload.exe. Bootmgr reads the BCD and displays the OS boot menu, while Winload.exe handles
operating-system loading. If you're performing a clean boot, Winload.exe loads boot-start device drivers and core operating
system files, including Ntoskrnl.exe, and transfers control to the operating system; if the system is resuming from hibernation,
then it executes %SystemRoot%\System32\Winresume.exe to load the hibernation data into memory and resume the OS.
Bootmgr also includes support for additional pre-boot executables. Windows Vista comes with the Windows Memory
Diagnostic (\Boot\Memtest.exe) pre-configured as an option for checking the health of RAM, but third parties can add their
own pre-boot executables as options that will display in Bootmgr's boot menu.”



Esettanulmany 4

csrss BSOD
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Esettanulmany: csrss BSOD

" Megtortént eseményeken alapul©

* Hibajelenség:
o Laborgép folyamatosan ujraindul

o Néha a bejelentkezésig még eljut

Részletes leirds: 0xC000021A: csrss kék halal a laborban,
http://micskeiz.wordpress.com/2009/05/21/0xc000021a-csrss-kek-halal-a-laborban/
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http://micskeiz.spaces.live.com/blog/cns!47844AC30517081E!570.entry
http://micskeiz.spaces.live.com/blog/cns!47844AC30517081E!570.entry
http://micskeiz.spaces.live.com/blog/cns!47844AC30517081E!570.entry
http://micskeiz.spaces.live.com/blog/cns!47844AC30517081E!570.entry

Elsé lépések

= Automatikus uUjrainditas kikapcsoldsa

System failure
——Ataingn anmyent i thacystem log
[ Automatically restart
Write debugging information

= STOP hibakdd igy kiderul:
o CO00021A, {e2a5ee98, c0000005, 7¢9106c3, 69ec24}

o MSDN dokumentacid: Bug Checks
* OxCOO0021A: STATUS _SYSTEM_PROCESS _TERMINATED
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Crash dump megnézése

* Minidump készllt automatikusan
o C:\Windows\Minidump

ERROR_CODE: (NTSTATUS) Oxc000021a - {Fatal System Error} The %hs system proces
EXCEPTION_CODE: (NTSTATUS) 0xc000021a - {Fatal System Error} The %hs system pr
EXCEPTION_PARAMETER1: e2bScib3

EXCEFTION_PARAMETER2 <0000005 CSI'SS. exe
[EXCEPTION_PARAMETER3 7c9106c3 h
alt meg

EXCEPTION_PARAMETER4 W cBec24

ADDITIONAL DEBUG_TEXT: Windows SubSystem
BUGCHECK_STR: 0xc000021a_csrss.exe_c0000005
CUSTOMER_CRASH_COUNT 3

DEFAULT_BUCKET_ID: DRIVER_FAULT
PROCESS_NAME: csrss.exe
LAST_CONTROL_TRANSFER: from 805cSeee to 804£9f0d
STACK_TEXT o
Betleeh eeems dtiotc sottze ettt MBmcR Nem latjuk, hogy
ba217b28 80612d8a c000021a 00000004 00000001 nt!ExpSystemErrorHandler+0x511
ba217cd4 8061330b c000021a 00000004 00000001 nt!ExpRaiseHardError+0x9a

bs217d44 805413fc c000021a 00000004 00000001 nt!NtRaiseHardError+0xl6b mi vezetett a
ba217d44 7c30eb34 c000021a 00000004 00000001 nt!KiFastCallEntry+0xfc

WARNING: Frame IP not in any known module. Folloving frames may be wrong H L &L
00cBead4 7c30e273 75b432b7 c000021a 00000004 0x7cI0ebdd h|bah02_ M|ert?
00c8eacc 75bddaca 00c8ebld 75b468b1 O0cSeblc 0x7cd0e273

00c8eafl 00c8ebld 75h468b1 D0c8eblic 00000001 0x?Shddaca
00c8eafd 75b468bl 0D0c8eblc 00000001 00cBeblc OxcBebld
00c8ebld D0c8ec24 0D0c8ebd0 7c9037bf 00cBecDS 0x75bdb8bl
00c8ec08 00000000 00000000 7c9106c3 00000002 OxcBec2d

o

Mert ez minidump, csak a kernel legfontosabb adatstrukturdi vannak benne. De nincs
benne felhasznaldi médu memdriateriilet, igy a felhasznaléi médu veremtartalom
sem.



Complete memory dump kivalasztasa

Az adott gépen nem lehetett teljes meméoria
dumpot valasztani

?7?

Windows XP SP2, 32 bit, 4GB RAM

0 KB274598 Complete memory dumps are not available
on computers that have 2 or more gigabytes of RAM

Boot.ini: /MaxMem=2000 segitségével memoria
limitalasa
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Complete memory dump analizise 1.

EXCEPTION_RECORD: ©069ec@8 -- (.exr 0x69ec@8)

ExceptionAddress: 7c¢9106c¢3
(ntdll!Rtl1AllocateHeap+Q

000001da)
S violation)

ExceptionCode: c0000005
ExceptionFlags: 00000000
NumberParameters:
Parameter[0]: 00000001
Parameter[1]: 75e9193e
Attempt to write to address 75e9193e

2 Problémat okozd

utasitas
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Complete memory dump analizise 1.

STACK_TE!

XT:

Ez akar hibds memdriat foglalni

Ki az az sxs modul? PPOP+BXC

dExceptionFilter+8xb3
EstThread+@x4d4

U8 ee69ffed 086%9ec24 ntdll!ExecuteHandler2+@x26
€o000e BR69ec2d ©869ec@8 ntdll!ExecuteHandler+@x24
8069ebfa 0000P0R0 PP69ec24 VB69ece8 ntdll!KiUserExceptionDispatcher+8xe
0869114 #2137 00160000 00000000 0000e89c ntdll!RtlAllocateHeap+@xlda
5e92f21 75e92f38 0000OA5D 75e9c578
sxs!CSxsPointerBase<CXMLNamespaceManager: :CNamespacePrefix,CSxsPointer<CXMLNamespaceManager: :CNamespacePrefix
»CXMLNamespaceManager: :CNamespacePrefix: :ms_szTypeName> >::HrAllocateBase+@x59
0869f3dc 75e938d2 0018810 VPOOOORE VVOOEBLBS sxs!CXMLNamespaceManager::OnCreateNode+8x12e
00691440 75e9435f 001761d8 ©0188el0 00OOEBEO sxs!CNodeFactory::CreateNode+@xal3
@@69f4c8 75e98baa ©@18B8el@ QBOEEERS ©B18B4e8 sxs!XMLParser::Run+@x2fc
8069834 75e99a0f 001884e8 @@16af78 001884e8 sxs!SxspIncorporateAssembly+@x8b8
00691880 75e998cd 001884c8 P0OOORER VBESTded sxs!SxsplloseManifestGraph+8x98
@@69fdlc 75b5a5ed @@69fd7c BBEIfe3B BBEIFFI4 sxs!SxsGenerateActivationContext+@x54c
8@69fdbc 75b5a%@d @EEEEESe PBEEE6eR8 ©169fded basesrv!BaseSrvSxsCreateActivationContextFromStruct+@x194
B069fe80 75b54e06 0ORRE110 PBEOBGe8 BB69feec basesrv!BaseSrvSxsCreateProcess+8x16@
069fedd 75b44ad7 oo0eB6es8 2069Tfd8 ©PEARRS basesrv!BaseSrvCreateProcess+@xeb

0069 fffa CSRSRV!CsrApiRequestThread+@x431
--@




SxS — Side by Side assemblies

= Rendszer DLL-ekbdl kiilonb6z6 verzidk tarolasa
o About Isolated Applications and Side-by-side Assemblies

= Activation Context Creation flow
o CreateProcess/CreateActCtx is called.
o CreateProcess/CreateActCtx sends the message to CSRSS
o CSRSS receives the message, creates the activation context
o Once the activation context is created, CSRSS returns

o CreateProcess/CreateActCtx proceeds.

o The getaway from the flow above is: most work is done in
CSRSS.exe.

MSDN. ,About Isolated Applications and Side-by-side Assemblies”, URL:
http://msdn.microsoft.com/en-us/library/aa374029%28v=vs.85%29.aspx

Junfeng Zhang's Windows Programming Notes. , Activation Context Creation flow”,
12 Jun 2007. URL: http://blogs.msdn.com/b/junfeng/archive/2007/06/12/activation-
context-creation-flow.aspx
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Nyomon vagyunk

* Nem okozhat az SxS Ujrainduldst?
® support.microsoft.com oldalon keresés:

* The computer may restart when you add a
manifest that has the Windows Vista extension to
an .exe file or to a .dll file in Windows XP Service
Pack 2 (SP2) (KB 921337)

o sxs.dll verzid a gépeken: 5.1.2600.2180 (SP2-es)
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Megoldas

KB 921337 hotfix telepitése csokkentett modban
o Ez frissiti az sxs.dll-t

Ujrainditas...

Reménykedés...
Nincs BSOD...
Orulink®
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Osszefoglalds

* Meg lehet oldani az 6sszetett hibakat is

= Mi kell hozza:
o Operacios rendszer ismerete
o Debugger
o Google, KB cikkek, dokumentacid

o Kitartas & gyakorlas©
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Tovabbi esettanulmanyok

* Mark Russinovich: Case of the Unexplained

Presentations, webcasts
http://technet.microsoft.com/en-us/sysinternals/bb963887.aspx
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